Tolomatic Technical Note

Monitoring Ethernet Traffic with Tolomatic ACS
& Managed Switch
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1. Introduction

This procedure will show how to connect to a managed network switch using port mirroring {@
IP transactions between a PLC controller device and the Tolomatic’s Ethernet/IP enabled A@
to help troubleshoot undesirable behaviors, or check the health of the network.

NOTE: Your PC Network Protection Firewall must be DISABLED for proper

anitor the Ethernet/
/6. This may be used

2. Equipment
e Tolomatic ACS Drive with Ethernet/IP
e PLC with Ethernet/IP (Allen Bradley ControlLogix L3X)
e N-TRON 708TX Switch
e Windows PC (64-BIT Windows 7)
e Ethernet cable
e (Optional) 2nd PC (64-BIT Windows 7)

192.168.0.100 192.168.0.1

192.168.0.121
=

192.168.0.201

Optiona omputer to
Configure N-TRON
Network Traffic

Figure 1: System Overview, make connections as shown in diagram above
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3. Software
¢ WIRESHARK Network Protocol Analyzer (V1.10.0)
e \Web Browser (Internet Explorer 9)
¢ PLC software (RSLogix 5000)

4. Definitions

PORT MIRRORING — A mirroring port is a specific port on a managed switch the
Ethernet frames from any other port or combination of ports.

5. Procedure

First, connect the PC to the switch with the Ethernet cable. It ig
connections such as wireless connections.

of network

6. Change IP Address

Next, change IP Address of the PC to be on the.same : -TR@N“swifch. This is done under the
Windows Start Menu -> Control Panel, sele r+ A

E-Ie Edit View Tools Help

Control Panel Home

Change adapter settings
Change advanced sharjp§

v ‘ 9 See full map |

Unjflentified network Internet

Connect or disconnect

Access type: No Internet access
Connections: U Local Area Connection

P & néw connection or network

up & wireless, broadband, dial-up, ad hoe, or VPN connection; or et up & router or access point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Sieslia Access files and printers located on other network computers, or change sharing setting
L€ *

HomeGroup E-‘] Troubleshoot problems

Internst Options "~ Diagnose and repair network problems, or get troubleshooting inf

Windows Firewall

L

Figure 2: Network and Sharing Center Window
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Click Properties to edit connection configuration.

- = - rﬂf
U Local Area Connection Sta_tll
General
Connection

IPv4 Connectivity: No Internet access
1Pv6 Connectivity: No network access
Media State: Enabled
Duration: 04:08:38

100.0 Mbps

Activity
Sent — n ; —  Received

Bytes: 4,824,368 | 25,135,080

| @eroperties | | Gjpisable | Diagnose |

Figure 3: Local Area Connection Status Windo

Click Internet Protocol Versigrn' 4 (TCP/IPV4) tachighlight, theh click Properties.

1 Local Area Connection Prope

Networking

Connect using:
Il? Broa N e

N\
<

W
[V -2~ Link:
k-Layer Top

van
Vedi

o]

in Micro;

Networks
ram Driver
6 (TCP/IPv6)

Discovery Mapper |/0 Driver

Discovery Responder

Uninstall

| [__Propeties |

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| [ cancel

Figure 4: Entering Properties of TCP/IPv4
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Select the radio button Use the Following IP Address and enter the IP Address, Subnet mask, and Default gateway so
the PC will be on the same network as the switch. See the following example. The last numbers in the PC IP address
must be unique numbers on the network.

r. — N
Internet Protocol Version 4 (TCP/IPvd) Properties (-2 [
- e ——

General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 .168. 0 .121

Subnat mask: 255 ,255.255. 0 < ‘

Default gateway: 192,168, 0 . 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DINS server:

[]validate settings upon exit

K0evices used in this example:

NN n-TRaN switeh)[ PLC ACS drive PC

[P address. 192168107201 [192.168.0.1  |192.168.0.100 |192.168.0.121
756.285.0 | 256.255.255.0 |255.255.255.0 | 255.255.255.0

Default gateway 4,192,168.0.1 192.168.0.1  |192.168.0.1 192.168.0.1

N-TRQN Port__{na/ PORT 8 PORT 1 PORT 7

Note: SoWenshots in this example were acquired during the initial configuration of the switch for the
network. The switch default IP address was 192.168.1.201 and was later changed to 192.168.0.201 after being
configured for this network. For this example it should be assumed that the later address is used.
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8. Connecting to the Switch

Now that the PC has the correct IP address for this network, open a web browser to begin connecting to the

switch. In the browser’s address bar, type http:// plus the IP address of the switch, it should log
http://192.168.1.201.

The switch’s login page should appear. Enter the correct Username and Password for the
here was “admin”.

like this:

& hitp://192168.1.201/loginssi O ~ 2 ¢ X | £51921681.201 Login x e
Eile Edit View Favorites Tools Help

~Te _:
. T nad
N-TRON 708TX
User Name: admin

Password: seses

Login
Figure 6: Login screen for the switch
The next screen appears, giving access tdall e switeh'ss¢onfiglwation sgttings.
@ http://1921681.201 /mzinzsi P~ E 102.168.1 204 N-TROM Swi... g

File Edit View Favorites Tools elp

G- @Administrati : .
Saniee | N rodudt Information
E- @LLDP

— :gct,;: cs .y Npe | N-TRON 708TX
R ) & Soft Jérsion | 3.7.3
( @EndgingNg ! Build Date | Jan 8 2013 at 12:18:16
J@IGH )ﬁB'oot Loader BL 2.0.6.1
,é Copyright | ©2008-2013 N-Tron Corporation

URL | http://fwwrw.n-tron.co

"~ @Logout

Copyright © 2008-2013
N-Tron Corporation
All rights reserved.

http://www.n-tron.com

Logged in as: admin

Figure 7: Switch General Configuration Screen
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9. Logical View - Port Assignment

The N-TRON server provides a view of the ports that are connected and in use. Click on Logical View and a diagram
of the switch appears with ports highlighted in green (Figure 7) to show they are in use. In this/example port 1 is the
ACS drive, port 5 is the PC connecting to the switch, port 8 is the PLC, and port 7 is a secord PGPused to read the

port mirroring.

a'-'.._'-:) © hitp:/1921681201/mai £ ~ B & X | 1921681201 N-TRON Swi... % [l
file Edit View Favorites Jools Help

| N-TRON £

| e sl

& @ Administration
& @DHCP
& @LLOP
&l @Ports

| e N-TRON 370879(

4 @Bndging
5 @RSTP
(- @IGMP ?
B @N-View
& @N-Ring '
- @N-Link
b @CIP
- @ Firmware/Config
- @ Support
- @Rate Limiting
- @User Management
{@Logical View:
~ @Home
~ @Config
— @Help
"~ @Logout

Copyright © 2008-2013
N-Tron Corporation
All rights reserved.

http://www.n-tron.com
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10. Enable Port Mirroring

To enable port mirroring, click on Ports -> Mirroring to bring up the port mirroring configuration view. Click Modify
to enter a new configuration. Under Source Ports, select all of the ports to be copied to the destination port. In
this example port 8 (PLC) RX and TX are selected. Select the desired destination port; this isAhe pert the PC will
be plugged into to for mirroring; here port 7 is used. Do not use the same port as the PCAS plugged into for the
mirroring port, select an open port. Select Enable next to Mirror Status. Click Update tg’updafe the settings.

T s o e e = —— S (D =)

(= T i Pt
6 & i/)! 2 hitp//192168020L/main O~ B C X I & 192.168.0.201 N-TRON Swit... * i ’ - AkATY

File Edit View Favorites Tools Help ‘V‘
I

= @ Administration 5 _ . 4 §
= @OHP Port Mirroring Cenhfigliration Vie
g-.u.r.w
- @Ports . S
I @Configuration : ifcor Statils Enzblef
. E-@MAC :;_eiun'ty _ Dostinatien Port R

el 1 I ‘
it %T:L,:égg |Mirrored Data Only -

\/

ce
£

|| & @Firmware/Config
[} @Support
|| - @Rate Limiting
— @User Management
— @Logical View
' @Home
~— @Config
— @Help
— @Llogout

Copynight © 2008-2013

! N-Tron Corporation
I All rights reservgd?t
' http://www.n- LCom
2 e - f |
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Save the configuration, click Config on the left, then Save:

Ml & http://192.168.1.201/main.ssi

PL~2cX

File Edit View Favorites Tools

THE INOGSTRIAL AETHWORK COMPANY

E}- @ Administration

B @DHCP

E-@LLDP

- @Ports

— @Configuration

Bl @MAC Security
— @Mirroring

- @Trunking
—@Qos

G- @Statistics

- @Ports Statistics
— @Ports Utlization
- @VLAN

- @Bridging

- @RSTP

- @IGMP

B @N-View

Ll @N-Ring

- @N-Link

- @cCIP

G- @Firmware/Config
- @Support

- @Rate Limiting

— @User Management
@Logical View

— @Help
~~ @Logout

Copyright © 2008°
N-Tron Cogdo

Help

Configuration Save Or Res$et \

Click "Save” button to save changes to the ¢

Click "Reset” button to reset the switch and load the post
recently saved configuratio

'uratl- Save

een

Technical Note

@ ent port location and plug it into the mirroring port.
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11. Monitoring with WIRESHARK
NOTE: Your PC Network Protection Firewall must be DISABLED for the correct network to appear in

Wireshark.
Open the WIRESHARK program. Select Local Area Connection and click Start.

A e Enaiyzer (Wi
Bl B4t Yw Go Copture Grwyre Sutstcs Teghony Tech Paerth Help

oD AmMIT BEXD \v&eTz-QGlQEI D8RR B
Fiter: bplmnn..l 5

The World's Most Popular Network Protocol Analyzer

_—
WIRES HARK Version 1.10.0 (SVN Rev 45730 from ftrunk-1.10)
 om—— T —— |

Interface List o~ Open
U v vt ma et ties R S

it meemeg phnl

Open Recent:

A Start

oo Srne or more IEEtice 13 Cagt Do, Ten Start 5] Sample Captures
] Wetess Hctwork Conmection = A BITATE S B THE it D T ik
T N, -

® Capture Options

St 8 Captury = deisied cotam

® How to Capture

T By e 3 8 Bl irl R ey

Network Media

o Spwctc 'y-ﬂﬂv L L
Eraer W

PRI M A

ese devices running. Both the ACS drive and PLC IP
e can be expanded to show more details and data to help in

231 erowser glection Reguest

110 registration NB TOLNT<1d»>

198 168.0.255 NENS 110 registration N8 TOLNT<ld»

12 lu 0.255 NENS 110 Registration NB TOLNT<1d»

21088 962.17008§192.165.0.181 192 168.0.23%5% NENS 110 Registration N8 TOLNT<1d»

21000 9E2.920251 192N 102.165.0.255 NENS 110 Registration NB <Ol>«<02>_  MESEROWSE__«<02><0l>

21092 963, 670144 192.168.0.181 192.168,0.255 KBNS 110 Registration NB <01><02>_MSBROWSE__<02><01>

|® Frame 15479: 242 bytes on wire (1936 bits), 242 bytes caprured (1936 bits) on interface O
|E Ethernet II, Src: N-Tron_7a:bd:80 (00:07:af:7a:bd:80), DSt: IPvémcast_01:01:00 (01:00:5e:01:01:00)
| ® Destination: IPvimcast_01:01:00 (01:00:3e:01:01:00)
@ Source: N-Tron_Ta:bd:B0 (00:07:af:7a:bd:80)
| Type: Unknown (OxB874)
|® Data (228 bytes)

0}( Local Area Conmecton: <bve capture mprog.. | Packets: 21116 . Dnpleyed 71136 (100.0%) Prefie Delaul

Figure 12: WIRESHARK Network Traffic
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For more information about what the logged data means, please refer to WIRESHARK help documentation and
Ethernet IP standards.

When finished, plug the PC back into an open port and disable the port mirroring function on the switch.

Appendix - 1
12 Additional screen captures

H ‘_I‘m‘ s
ﬁlkmkwmmTﬂwIﬂmm

oG AE I BEXR Ae»T2 (@R e FDRE B
Fiter: | Bpeesion.. s aepy e
L8 Time Source Destanation Protocol Lengeh Info

47562 1655. 65979 192.168.0.100 192.165.0.1 ENIP 90 connection: 10=-0x014FCCOL, S8GQ-0000058370
47563 1655.67105192.168.0.1 192.168.0.100 ENIP 98 connection:  I0=0x7EAS0002,
47564 1655.70421 192.168.0.1 192.168.0.100 ENIF 98 connection: I0=-0x7EAGD002,
47565 1655.71380 192.168.0.100 192.165.0.1 ENIP 90 connection: ID=0x014FCCOL,
47566 1655.73422192.168.0.1 192.168.0.100 ENIP 98 connection: ID=O0xTEAGDO02, SEQs
ATS6T 1655.76686192.168.0.100 192.165.0.1 ENIP 90 Connection: ID=-0x014FCCOL, SEQ
AT368 1655. 70687 192.168.0.1 192.168.0.100 ENIP 98 Connection: I0=-O0x7CAGDOD2, SEQ
47569 1655. 79549 192.168.0.1 192.168.0.100 ENIP 98 Connection: 10-0xTCAGOOD2, SLQ
47570 1655.51951.192.168.0.100 192.165.0.1 ENIP 90 Connection: I0-0x014FCCOL, 56Q
47571 1655.83213192.168.0.1 102.165.0.100 ENIP 98 Connection:  I10=0xTEAGD002,
47572 1655. 86168 192.168.0.1 192.165.0.100 ENIP 98 Connection: I0=-0x7EAGD002,
47573 1655.87386192.168.0.100 192.168.0.1 ENIF 90 Connection: I0=0x014FCCOL,

47574 1655, 89579192.168.0.1 192.165.0.100 ENIP 98 Connection:
A7S5TS 1655.92786192.168.0.100 192.168.0.1 ENIP 90 Connection:
47576 10655.92802192.168.0.1 192.168.0.100 ENIP 95 Connection:
ATS577 1655.560061592.168.0.1 192.168.0.100 ENIP 958 Connection:
47575 1655, 95052 192.168.0.100 192.165.0.1 ENIP 90 Connection:
47579 1655.99117 192.166.0.1 192.165.0.100 ENIP 95 connection:
47580 1656.02374 192.168.0.1 192.168.0.100 ENIP 98 connection:
47581 1656.03385192.168.0.100 192.168.0.1 ENIF 90 Connection:
47582 1656.05542 192.168.0.1 152,165.0.100 ENIP

47583 1656.08751 192.168.0.1 192,165.0.100 ENIP 98 co

47584 1656.08789 192.168.0.100 192.165.0.1 ENIP

47585 1636.11959 192.1€8.0.1 192,165.0.100 ENIP

47586 1636.14087 192.168.0.100 192,168.0.1 NI -
47587 1656.15169 192. 1686, 0.1 192.165.0.100 ENIP 7z
srees sere sennstmn tan A e aav ren A ann rrem

|® Frame 22211: 98 bytes on wire (ua h!u) 93 byns upwrtd (?
@ Ethernet II, Src: 11_56::
¥ Destimation: Micrachi
¥ Source: Rockwell_s6
Type: 1P (0x0800)

0010 00 54 34 a5 00 00 40 11 4

e €0 a8 A
| o020 me& ae 08 ae 00 40 c% Ic 02 0O
|0o30 a6 7e at 34 OL 00 b1 00 26 00 |
0040 00 DO 01 00 00 00 00 0D b 42 00 0O
!oow €8 42 00 00 cB 42 00 00 ¢ 42 00 00 =
* Profie Defaut
- .F_. x
e BB
- -
| Descrpien | Coratart = Pepeticn L]
u = @Bla s
T S ol
. .m0 Sefect Port Speed T L] s TebDumtiful
Gotewgplddes: 0 . 0 0O O Curvert Port Speed 100 Wibge A
| m.‘*‘“’ 0.8.0.0 Gebect Dyglex ]
Saecdy USRS 0 L9, 0 .0 CunerdDogien: Ful Dugien : u
o [Dharges to Pot Speed snd 0. -
Drgdem rocgare ke mesed | L]
C |
Chemh ] [ i ] 4 =z ©
1765106061 Ehemet Por [ cwxa wioy | [l - D
0 ETHERNET-MOOULE ACS. ~ e : Data
£ 88 CempactBus Local * T > e =z -
3 53 [rbedded IO : | TekOupusFll T 5.8 Pt REAL
: 1] Ernbedled KIHEF Diseret  Teugust 1 58.9 Fux REAL
: . =  TokoDuputsFull Tapet 0 Accel 100.0 Flos REAL
¢ —— 2 _ Telolugutsf M Tarps (0, Cocd. 100.0 Flost REAL
re—— 102.0 Fox REAL
[] Decewd ENT
1640000 _0007 Hex DINT =
+ [ \MLB!AEﬂ'm.-" liet ] i

Figure 14: IP address configuration in RSLogix5000
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